KoMmnbroTepHbie BUPYCHI

KoMIbroTepHsblii BUPYC — 3TO Pa3HOBUIHOCTH KOMIIBIOTEPHBIX IIPOIPAMM, OTIIMYUTEIBHON
0COOEHHOCTBIO KOTOPOM SBJISIETCS CIIOCOOHOCTh K pa3MHOKEHHIO. B ononHeHue k aTomy,
BUPYCBHI MOT'YT MTOBPEIUTH WM OTHOCTHIO YHUUTOXHUTD BCe (DaiiyIbl M TaHHBIE,
HOJKOHTPOJIbHBIE [10JIb30BATENI0, OT UMEHH KOTOPOro ObuIa 3alylleHa 3apaXxEHHas IporpaMma,
a TaKk)Ke MOBPEIUTh WIH JaXKE YHHUTOXKHUTDH OTEPALIMOHHYIO CUCTEMY CO BceMH (paiiimamu

B 11eJI0M. B OoJIbIIIMHCTBE ClTyyaeB paclpoCTPaHAIOTCS BUPYChl Yepe3 HHTEPHET.

MGTOHBI 3alIUTBhI OT BpCAOHOCHBIX IMPOrpaMMm:

1. Hcnonb3yii coBpeMeHHbIe ONlePALMOHHbIE CHCTEMBbI , UMEIOIINE CEPbE3HBIA YPOBEHD
3aIUTBI OT BPEAOHOCHBIX IIPOTPAMM.

2. TlocrostHHO ycTaHaBiIMBal maT4YM (UQPPOBBIE 3AIIATKH, KOTOPBIE aBTOMATHYECKH
YCTaHABJIMBAIOTCS C LENbIO0 JOPAOTKU MPOrpaMMBbl) U Jpyrue OOHOBJIEHUS CBOEH
OTIepallMOHHOM cucTeMbl. CKauuBail UX TOJIBKO C OQHUIMATBHOTO caiiTa pa3pabdoT4nKa
OC. Ecnu cyuiecTByeT peKUM aBTOMAaTHYE€CKOT0 OOHOBIIEHUS, BKJIIOYH €TO.

3. Paloraii Ha cBOeM KOMITbIOTEPE O] PaBaMH MOJb30BATEJIsl , 2 HE a]MHHUACTPATOPA.
OT0 He MO3BOJIUT OOJIBIIMHCTBY BPEJOHOCHBIX MPOrPaMM HHCTAIIIMPOBATHCS HA TBOEM
IIEPCOHAIBHOM KOMITBIOTEDE.

4. Hcnonb3yli aHTUBMPYCHBbIE IIPOrPaMMHbIE NPOAYKThI U3BECTHBIX IPOU3BOJIUTENCH,

C aBTOMAaTU4YEeCKUM OOHOBIICHHEM 0a3.

Orpanuysb (pU3NYECKU JOCTYI K KOMIIBIOTEPY U1l IOCTOPOHHUX JIMII.

Hcnionp3yit BHEITHIE HOCUTENN MH(POPMAIINH, TAaKKE KaK (IIeIIKa, TUCK WK (aiin

13 UHTEPHETA, TOJIBKO U3 NPOBEPEHHBIX HCTOYHHMKOB .

7. He oTkpsbiBaii KOMIbIOTepHBbIe GailJIbI , T0JYYEHHbBIE U3 HEHAIEKHBIX HCTOUHUKOB.
Jaxe Te ¢ailnbl, KOTOpbIe IpUCIaT TBOM 3HAKOMBIN. JIyuIie yrounu y Hero,
OTIIPABJISUI JIU OH Te0e MX.
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Cern WI-FI

Wi-Fi — 310 He Bux mepeiaun JaHHBIX, HE TEXHOJIOTHS, & BCETO JIMIIb OpeH., Mapka. Erie
B 1991 rony Huaepnanackast komnanus 3apeructpuponana opens « WECA», uro o603Hauano
cioBocoueTanue «Wireless Fidelity», KoTopblif mepeBoaANUTCS Kak «OecIpoBOIHAS TOYHOCTDY.

Jlo Hamero BpeMeHH AoIuIa Ipyras abopeBuaTypa, KOTopas sSBISETCS TAaKOW Ke TEXHOJIOTHEH.
Ot1o0 abbpeBuarypa «Wi-Fi». Takoe HazBaHue ObUIO 1aHO C HAMEKOM Ha CTaHJapT BHICIIUN
3BykoBo# TexHUKH Hi-Fi, uTo B mepeBosie 03Ha4yaeT «BbICOKAsi TOUHOCTH.

[a, GecriaTHBIM HHTEPHET-AOCTYII B Kade, OTENAX U adpoIopTax sBJISIETCS OTIUYHON
BO3MOKHOCTBIO BBIXO/Ia B MHTepHET. Ho MHOTHe 3KCepThl CUUTAIOT, 4TO 001Ie10CTyHbIe Wi-
Fi cetu He aBnsoTCS 6€30NaCHBIMU.

Cosertsl 10 Oe30macHOCTH paboTte B 001IeA0CTyHbIX ceTsix Wi-fi:

1. He nepenaBaii cBOI0 IHYHYI0 HHpoOpManuIo yepe3 obmmenoctynHsie Wi-Fi cetu.
Paboras B HuX, *eaTelnbHO HE BBOJUTH APOJIH JOCTYIA, JOTHHBI U KaKHE-TO HOMeEpa.
2. Hcnonp3yit 1 0OHOBIISH AaHTUBMPYCHBIE POrpaMMBbl 1 Opanamayep. Tem caMbiM
ThI 00€30MacHIllb Ce0s1 OT 3aKaYKH BUPYCa HA TBOE YCTPOMCTRBO.



3. Ilpu ucnonp3oBanuu Wi-Fi oTkawun pyaknuio «O0muii noctyn k daitnam
U npuHTepam». JlaHHas GyHKIMS 3aKphITa IO YMOJTYaHHIO, OHAKO HEKOTOPhIE
M0JIb30BATENH AKTUBUPYIOT €€ /1715 y100CTBa HCIIOJIb30BaHus B paboTe mim y4eoe.

4. He ucnoab3yii nyoanunbiii WI-FI 11 nepegaun mTUYHBIX JaHHBIX, HATPUMED IS
BBIX0/Ia B COI[MAILHBIC CETU WJIU B AJIEKTPOHHYIO MOYTY.

5. Hnonw3yit ToJbKO 3amuiienHoe coequHenue yepe3 HTTPS, a ne HTTP, T. €. npu
Habope BeO-anpeca BBoM UMEHHO «https://«.

6. B mo6unbHOM Tenedone oTkiaoun GpyHkuuw «Iloaxmoucaue k Wi-Fi
apToMaTuyecku». He nomyckaii aBTOMaTUYECKOTO MOAKIFOYEHUS YCTPOMCTBA K CETIM
Wi-Fi 6e3 TBoero cornacusi.

ConuajanHbIe CeTH

ConmanbHbIE CETH aKTUBHO BXOJIAT B HAIY KU3Hb, MHOTHE JIFOJM pabOTalOT U JKUBYT TaM
IIOCTOSIHHO, a B Facebook yxxe 3apeructpupoBaH MUIIMAp YEIOBEK, YTO SIBJIAETCS OJHOM
CelbMOI BCeX KHUTENeH Tu1aHeTsl. MHOTHE MOJb30BaTeIH HE TIOHUMAIOT, YTO UH(OpMAIHS,
pasMelleHHAas UMH B COLIMAIbHBIX CETAX, MOKET ObITh HalJIeHa U MCII0JIb30BaHa KEM yrOJHO,
B TOM YHCJIE€ HE 0053aTeNbHO ¢ OJJarMMU HAMEPEHUSIMH.

OCHOBHBIC COBETHI 10 OC30IIACHOCTH B COHAJIbHBIX CCTAX:

1. Orpanuysb cnucok apy3eii . Y Te0s B ApYy3bsX HE JOKHO OBITh CIIydalHbIX
Y HE3HAKOMBIX JIFOJEH.

2. 3ammiaii cBOI0 4acTHYIO KU3Hb . He yka3biBail maponu, TenedoHsl, axpeca, 1aTy
TBOETO POXKIEHHS U APYTYIO JTHYHYIO0 HHPOPMALHIO. 3T0YMBIIUICHHUKHA MOTYT
UCIOJIb30BaTh J1aXke HH(POPMALIMIO O TOM, KaK Thl U TBOM POJUTENH IUIAHUPYETE
IIPOBECTU KAHUKYJIBI.

3. 3ammiuaii cBOIO penmyTalMI0 — JIEPKU €€ B YUCTOTE U 3a]aBail cebe Bompoc: XoTel Obl
TBI, 9TOOBI APYTHE MOJIL30BATEIN BHJIENH, UYTO ThI 3arpyxkaems? [logymaii, mpexne uem
YTO-TO OMYOJMKOBATh, HAMKUCATh U 3aIPy3UTh.

4. Ecnu Tl TOBOPULIB C JIIOJJbMU, KOTOPBIX HE 3HAElIb, He MCMOJb3YH CBOE peajbHOe HMA
U JIpYTYIO JINUHYIO MH()OPMAIIUK: UM, MECTO KHUTEIbCTBA, MECTO y4eObl U ITpoyee.

5. UzGerait pazmenienus pororpaduii B UHTEpHETE, T/1€ THI M300pa’KE€H Ha MECTHOCTH,

10 KOTOPOI MOXHO ONPEAEIUTh TBOE MECTOIOJI0KEHHUE .

6. Ilpu perucrpannu B COUATBEHON CETH HEOOXOIUMO HCIIOJIb30BaTh CJI0KHbIE MAPOJIH ,
cocToslIre u3 OyKB U PP U ¢ KOJINYECTBOM 3HAKOB HE MeHee 8.

7. Jlnst conuanbHOM CeTH, IOYTHI U APYTUX CAUTOB HEOOXOAMMO MCIOIb30BaTh pa3Hble
napoJm . Torna eciau Te6st B3JIOMAaIOT, TO 3710yYMBIIUIEHHUKH MTOJIy4aT JOCTYI TOJIBKO
K OJJHOMY MECTY, a HE BO BCE Cpa3y.

JJIEKTPOHHBbIE IeHbI'H

3J'ICKTpOHHLIC JACHbBI'M — 3TO OYCHb yI[O6HBIfI CII0c00 HnaTemeﬁ, OIHAaKO CYIICCTBYIOT
MOIICHHUKH, KOTOPBIC XOTAT MOJYYUTH OTU ACHBI'U.

SJ'IGKTpOHHI)Ie JCHBbI'Y ITOABHUIINCH COBCEM HEAABHO 1 HMCHHO M3-3a 3TOI'0O BO MHOT'HX
rocyaapCTBax A0 CHUX IMOP HE MMPOIMMUCAHO PO HHUX B 3daKOHAX.

B Poccun jxe oHr QyHKIIMOHUPYIOT U O HUX YK€ IPOMUCAHO B 3aKOHE, TJIe UX pa3AelsioT
Ha HECKOJIbKO BUJIOB — aHOHUMHBIE U HE aHOHMMHBIE. Pa3Hu1a B TOM, 4TO aHOHUMHBIE — JTO
T€, B KOTOPBIX pa3peliaeTcs MpOBOAUTH onepaluu 0e3 nAeHTU(PHUKAIH 110JIb30BaTel,



a B HCAHOHUMHBIX WACHTU(PHUKAIIMN TOJIH30BATENS SABISETCS 005S3aTEIBHOM.
Taxxe cnenyeT pa3nuyarh IEKTPOHHbIE (PMaTHBIE AEHBIU (PaBHBI TOCYAAPCTBEHHBIM BaJIIOTaM)
U 3JICKTPOHHBIE He(HUATHBIEC AEHBI'H (HE paBHBI TOCY/IAPCTBEHHBIM BAIIOTAM).

OcHOBHBIE COBETHI IO OE30IIACHOM paboTe ¢ ANEKTPOHHBIMH JICHbIaMHU:

1. TIpuBsKM K cueTy MOOMIBHBIN TenedoH. DTO caMblii yI0OHBIN 1 OBICTPBIH c110CO0
BOCCTaHOBUTH JOCTYII K cueTy. [IpuBsizaHHbIi TenedoH MOMOXKET, ecliu 3a0yaellb CBOM
TJIATEKHBIN MMAPOJIb WM 3aiAEIIb HA CAUT C HE3HAKOMOI'O YCTPOMCTBA.

2. Wcnoan3yii onHopa3oBblie napoJ . [Tocie nepexoia Ha YCUICHHYIO aBTOPU3ALIUIO
Tebe yxe He Oy/IeT yrpokaTh ONAaCHOCTb KPa)ku MITU MEepexXBaTa IIaTeKHOTO MapoII.

3. Bbi0epu ciaoxkHbIH Mapoab . [IpectynmHukam OyaeT HE IPOCTO YyraaaTh CIOKHBIHA
naposb. HajexxHble mapoiau — 3To napoiiu, KOTOpbIE COAEpkKaT HE MEHee 8 3HAKOB
U BKJIIOYAIOT B ce0s CTPOYHbBIE U MPOMHUCHBIE OYKBBI, IU(PBHI U HECKOIBKO CUMBOJIOB,
TaKWe Kak 3HaK JoJuiapa, (PyHTa, BOCKIMIATEIbHBINA 3HaK U T. 1. Hanmpumep, StROng!;.

4. He BBOIM CBOM JIMYHBbIE JAHHbIE HA CailiTax, KOTOPHIM HE OBEPSCIIb.

JJIEKTPOHHAA MOYTA

DIIEKTPOHHAS M0YTa — 3TO TEXHOJOTHUS U MPEJOCTABIIIEMbIE €10 YCIYTH 0 TEPECHUIKE

Y TIOJTyYEHUIO 3JIEKTPOHHBIX COOOIIEHUMN, KOTOPBIE paCIPEEISIFOTCS B KOMIIBIOTEPHON CETH.
OOBIYHO ANIEKTPOHHBIN MOYTOBBIH SIIUK BBIVIAIUT CICAYIOIUM 00pPa3oM:
UMs_TIOJIB30BaTeII(@HUMsI_oMeHa. Takke KpoMme mepeaadu MpoCcToro TEKCTa, HMEETCs
BO3MOJKHOCTH TIepe/iaBaTh (aiibl.

OcHOBHBIE COBETHI 110 6€30MaCHOI paboTe C IEKTPOHHOM MOYTOI:

1. Hapno BbIOpaTh NpaBUJIbLHbIN MOYTOBBIN cepBHC . B uHTEpHETE €CTh OrPOMHBII BEIOOD
OecIIaTHBIX MOYTOBBIX CEPBHCOB, OJJTHAKO JIYULIE I0BEPSITh TEM, KOTO 3HACIIb U KTO
IIEPBBI B PEUTHUHTE.

2. He yka3piBaii B TH4HO nouTe JHUHY0 nHpopManuto. Hanpumep, mydie BIOpaTh
«My3bIKaNbHBIN (panaT@" win «pok2013» BmMecTo «remal3d».

3. Hcnonp3yil ABYXITANHYI0 ABTOPU3ALMIO . DTO KOT'/1a TOMHMO TIapoJisi HY>)KHO BBOJIUTH
KOJ, IpuchlIaeMbIii mo SMS.

4. Bbi10epu CJI0KHBIH MapoJib . J[715 KaX10ro HOYTOBOIO SLIUKA J0JKEH ObITh CBOM
HAJEKHBIM, YCTOMYUBBIN K B3JIOMY I1apOJIb.

5. Eciu ecTb BO3MOXKHOCTB HallMcaTh CaMOMY CBOii JIMUHBII BOMPOC , UCTIOJIB3YH ATy
BO3MOKHOCTB.

6. Hcnonp3yii HeCKOJIBKO MOYTOBBIX SIUKOB . [IepBbIil 17151 4aCTHOM MEPENUCKU
C azipecaTaMy, KOTOPBIM Thl JOBEPSAECIIb. DTO MIEKTPOHHBIN apeC HE HAJ0 UCIIOIb30BaTh
IIpU perucTpanuu Ha popymax u cairax.

7. He oTkpsiBaii ¢aiiibl 1 Ipyrue BI0XKEHUS B MUCbMaX, J1aXe €CJIM OHU MPHUILLIIH
OT TBOUX Jpy3el. Jydle yTouHu y HUX, OTHPABIISIIN JIU OHU TeOe ITH (ailiibl.

8. Tlocne okoHyaHMs pabOTHI HA TOYTOBOM CEpPBHUCE MEPE]] 3aKPHITHEM BKJIAJIKH C CAUTOM
He 3a0y/b Ha)KaTh Ha « BBIATH ».

KubepOyuiMHT MM BUPTYAJIbHOE U31€BATEIbCTBO

KubepOymiuHr — npecienoBaHue COOOUIEHUSIMH, COIEPKAIUMU OCKOPOJIEHUS, arpecCulo,
3alyruBaHKe; XYJIUTaHCTBO; COIIMAIbHOE OOMKOTHPOBAHKE C TIOMOIIBIO Pa3IMYHbIX HHTEPHET-
CEPBHCOB.



OcHOBHBIE COBETHI IO OOPHOE ¢ KUOEPOYIITMHIOM:

1. He Opocaiicsa B 00ii . JIyumnii cioco0: mocoBETOBATHCA Kak ce0sl BECTH U, €CIIM HET

TOT0, K KOMY MOXKHO 0OpaTUThCs, TO BHaUaje YCIOKOUThCA. Eciu Thl HaUHElIh OTBEYATh

OCKOPOJICHUSIMU Ha OCKOPOJICHUS, TO TOJIBKO €1lie OOJIbINe Pa30XiKellb KOH(DIUKT.

Ynpasasnii cBoeii kubeppemnyTainuei.

3. AHOHMMHOCTH B ceTd MHMMAasl . CyIIecTBYIOT CITIOCOOBI BBISICHUTD, KTO CTOUT
34 aHOHUMHBIM aKKayHTOM.

4. He cTOUT BeCTH XyJIUTaHCKUI 00pa3 BUPTyaJIbHOH Ku3HU. IHTEpHET puKcupyer Bce

TBOM JICUCTBUS U COXPAHAET UX. Y AANUTh UX OYyAeT KpaliHe 3aTpYAHUTEIBHO.

Co0.110/1ai1 CBOIO BUPTYaIbHYIO Y€CTh CMOJIOJY.

6. Urnopupyii ennHnyHbi HeratuB. OHOPA30BbIE OCKOPOUTEIHHBIE COOOILIEHUS JIyUIlIe
UTHOpUpOBaTh. OOBIYHO arpeccus MpeKpaIlaeTcss Ha HauYalbHOM CTanu.

7. ban arpeccopa . B nporpaMmmax oOMeHa MTHOBEHHBIMU COOOIIEHUSIMU, B COLIUAIBHBIX
CeTAX €CTh BO3MOXXHOCTH OJIOKUPOBKHM OTHPABKU COOOIICHUI C ONPECICHHBIX a/IPECOB.

8. Eciu TbI cBUAeTE b KHOEPOYJUTHHTA . TBOU EHCTBUS: BBICTYIIUTD MPOTHB
IIpecie10BaTelsl, I0Ka3aTh €My, YTO €ro JIEHCTBUS OLICHUBAIOTCS] HETaTUBHO,
MOJJIEPKATh KEPTBY, KOTOPO HY>KHA IICUXOJIOTHYECKask TOMOIIb, COOOIIUTH B3POCIBIM
0 (pakTe arpecCHBHOTO TIOBEIICHUS B CETH.
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MoOuabHbINi TeaedoH

CoBpemeHHbIe cMapT(HOHBI U TUTAHIIETHI COJEPKaT B ce0e BIIOJIHE B3POCIbIM (PyHKIIMOHA,
U Tenepb OHU MOTYT KOHKYPHUPOBATh CO CTAllMOHAPHBIMH KOMIIbIoTepaMu. OTHAKO, CPENICTB
3aIUTHI J1 TOJI0OHBIX YCTPOMCTB MOKA OYEHb Mallo. TeCTUpOBAaHUE U TMOUCK YSI3BUMOCTEMH
B HUX IIPOMCXOJUT HE TaK MHTEHCUBHO, Kak Jutst [1K, To ke camoe kacaeTrcs 1 MOOMIIBHBIX
TIPUITOKEHU .

CoBpemeHHbIE MOOMIIbHBIE Opay3ephl YK€ MPaKTUYECKH TOTHAJIN HACTOJIbHBIE aHAIOTIH, OJTHAKO
pacuirpenue (GyHKIMOHAaJa BIIeYeT 3a COO0H OOJBIIYIO CIOKHOCTh U MEHBIIYIO 3alUIIEHHOCTb.

Jlaneko He Bce MPOU3BOAUTENH BBITYCKAIOT OOHOBIIEHUS, 3aKPHIBAIOIINE KPUTHIECKHE
YSI3BUMOCTH JJISI CBOUX YCTPOWCTB.

OcCHOBHBIE COBETHI /st 0€30MaCHOCTH MOOMIIBLHOTO TeneoHa:

1. Hwuuero He siBisieTCs MO-HAcTOsIEMY OecruiaTHBIM. Byab ocToposkeH , Beb koraa Tede
npeJiararT OecryiaTHbIH KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO IUIaTHbIE
YCIIYTH.

2. Jlymaii, npexae 4em oTnpaBuTh SMS, ¢hoto nnn Buaeo. Thl TOUHO 3HACIb, TJe OHH
OyAyT B KOHEYHOM UTOTE?

3. HeoOxoanMo 00HOBJISITH ONEPALMOHHYI0 CHCTEMY TBOETo cMapT(doHa.
4. Vcnonb3yli aHTUBMPYCHBbIE IIPOTrPaMMBI /17151 MOOUJIBHBIX TEJIE()OHOB.
5. He 3arpyxail npuio:keHHsl OT HEU3BECTHOI0 MCTOYHMKA , BEJlb OHU MOTYT COIEpPKATh

BPEIOHOCHOE MPOrpaMMHOE 0OecrieyeHue.
6. Ilocrne Toro Kak ThI BEIMIENIb C CaliTa, T/ie BBOIWII JHYHYIO HHPOPMAIINIO, 3aii1n
B HacTpoiku Opay3epa u yaajau cookies .
[lepnonnuecku npoBepsil , KAKUE IUIATHBIE YCIYTH aKTUBUPOBAHbI HA TBOEM HOMEPE.
8. JlaBaii cBoif HOMEp MOOMIIBHOTO Tee(OoHA TOJIbKO JIOASIM, KOTOPBIX ThI 3HaelIb
Y KOMY JIOBEpSECIb.
9. Bluetooth qo.:keH OBITH BBIKJIIOUYEH , KOT/Ia ThI UM HE TOJNb3yenibes. He 3a0biBait
WHOT/1a ITPOBEPSITH 3TO.

~



Online urpsl

COBpeMeHHHG OHHaﬁH-HFpBI — OTO KPAaCOYHBIC, 3aXBATbIBAONINEC PA3BJICYCHMA,
O6’B€,Z[I/IH${I-OI_HI/IG COTHH ThICAY YCJIOBCK I10 BCEMY MUDPY. I/IF]Z)OKI/I HCCIICAYIOT ,Z[aHHBIﬁ UM MHUp,
06H_IaIOTCSI APyr C ApYTrOM, BBIIIOJHAKOT 3aJaHuA, CPAKAIOTCA ¢ MOHCTpaMU W IOJYYarOT OIIBIT.
3a YAOBOJIbCTBUEC OHU INIATAT: IOKYIIAOT AUCK, OILIaYHMBAKOT a0OHEMEHT WU HpI/IO6pCTaIOT
KaKue-TO OIIIIMH.

Bce aTu cpenctBa uayT Ha HoJiepKaHUE U Pa3BUTUE UTPHI, a TAK)KE HA caMmy 0€3011aCHOCTD:
COBEPIIICHCTBYIOTCS CUCTEMBI aBTOPU3AIINHU, BBITYCKAIOTCS HOBBIC TTAT4H (IIU(POBEIC 3aIUIaTKH
JUISI IPOTPAMM), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B HO,Z[O6HBIX urpax CTOMT OIracaTbCia HC CTOJIbKO CBOUX COIICPHUKOB, CKOJIbKO KPaXKH TBOCTO
napoJisi, Ha KOTOpOM OCHOBAaHAa CUCTCMaA aBTOpHU3alluA 0OIBIIMHCTBA urp.

OCHOBHBIEC COBETHI 110 0€30IIACHOCTH TBOCTO HUI'POBOI'0 aKKayHTa:

1. Ecmu npyroii urpox Beznet cedsi MI0X0 WIN CO3J1aeT TeOe HENPUATHOCTH, 320 10KUPYii
€ro B CIHICKE UTPOKOB;

2. Toxanaylicss aAMHHHCTPATOPAM UIPhI HA IJIOXOE MIOBEACHUE 3TOT0 UTPOKa,

JKeJIaTelbHO MIPUIIOKUTh KaKHe-TO JI0Ka3aTeIbCTBA B BUJI€ CKPUHOB;

He yka3piBaii 1M4HYI0 HHPOpPMALIKIO B Ipodaiiie urpsl;

YBakall 1pyrux y4aCTHHUKOB 110 UIPE;

He ycranaBiauBaii HeopuuyanbHble aTYU U MOJIBI;

Hcnonb3yil C102HBbIE M Pa3HbIe IAPOJIH ;

Jla>xxe BO BpeMsl TPl HE CTOUT OTKJIF0YAaTh aHTHBUPYC . [Ioka Tel urpaenis, TBOI

KOMIIBIOTEP MOTYT 3apa3uTh.

No ok w

@OUINMHI A Kpaska JINYHbIX JaHHbIX

OOBIYHOM Kpa>1<el71 JACHET U JOKYMCHTOB CCTOAHSA YK€ HUKOI'O HC YANBUIIIL, HO C PA3BUTUEM
I/IHTepHeT-TeXHOJIOFI/Iﬁ 3JIOYMBIIIJICHHUKH MEPEMECTUIINCHE B HHTCPHET, U IIPOJOJIKAIOT
3aHUMAThCS «JTIOOMMBIMY) ACIIOM.

Tak mosiBuIIack HOBas yrpo3a: UHTEPHET-MOIIEHHUYECTBA WK (DUIIKHT, TJIaBHAS LEJIb KOTOPOTro
COCTOUT B TOJIyY€HUH KOH(PHUICHIMATBFHBIX JAHHBIX T0JIh30BATENICH — JIOTHHOB U ITApOJIEH.

Ha anrnumiickom si3bike phishing unraercs kak Gpuimar (ot fishing — peioHas goBs,

password — mapouis).

OcHOBHBIE COBETHI IO 6OpHOE ¢ PUITHHTOM:

1. Cunenum 3a ceouMm akkayHTOM . Eciiu ThI moo3peBaelib, 4To TBOSI aHKeTa ObLIa
B3JIOMaHa, TO HEOOX0IMMO 3a0JIOKHPOBATh €€ M COOOIIUTh aIMUHUCTPATOPAM pecypca
00 3TOM KaK MO>KHO CKOpee.

2. Hcnonp3yii 6e30nmacHbie Bed-calThI , B TOM YHCIIe, MHTEPHET-Mara3nHoB U TIOUCKOBBIX
CHCTEM.

3. Hcnomnb3yii c10:kHBIE U pa3Hble mapoJu . Takum oOpa3oM, eciu TeOst B3IIOMAIOT,
TO 3JIOYMBIIIJICHHUKH MOIYyYaT AOCTYH TOJIBKO K OJTHOMY TBOEMY MPO(UIIO B CETH,
a HE KO BCEM.



4. Ecnu Te0s B3J1OMAJIM , TO HEOOXOAUMO MPEIYIPETUTH BCEX CBOMX 3HAKOMBIX, KOTOpBIE
no0aBJIeHbl y T€OS B IPY3bSIX, O TOM, UTO T€OS B3JIOMAaJIM U, BO3MOYXHO, OT TBOETO UMEHU
OyJIeT pacchlIaThCsl CliaM U CChUIKU Ha (DUIIMHTOBBIC CAUTHI.

YcranoBu HagexHblil napoJb (PIN) Ha MoOUITBHBIH TenedoH.

OTKJII0YM COXpaHEHUE MapoJs B Opaysepe.

He oTkpsbiBaii gaiiyibl U Apyrue BIOXKEHUS B MUCbMaX, JaXe €CIIM OHU MPUIILTH

OT TBOUX Jipy3eil. Jlydie yTOYHH y HUX, OTIIPABIISUIM JIM OHU TeOe 3TH (aiiibl.

No o

Hudposas penyranus

[{udposast penyTranus — 3TO HEraTUBHAs WM MMO3UTHUBHAS HH(POpPMAIHS B CETH O TeOe.
Komnpomerupyromias nHpopmMarus pa3MemieHHasi B HHTEPHETE MOXKET CEPhE3HBIM 00pa3zoM
OTPa3UThCS HA TBOEH peanibHOM ku3HU. «[ludpoBas pemyTranus» — 3TO TBOH UMUK, KOTOPBIN
dopmupyercst u3 uadopMmalyu o Tede B UHTEPHETE.

TBoe MecTO KUTEIbCTBA, Y4eObl, TBOE (PMHAHCOBOE MOJIOKEHUE, 0COOCHHOCTH XapaKTepa
Y PaccKasbl 0 OJIM3KHX — BCE ATO HAKAIUIUBACTCS B CETH.

MHorue noapoCTKH JIETKOMBICTIEHHO OTHOCSITCS K IMyOJIMKAINK TUYHON HHPOpMAIHH
B MHTEepHeTe, HE MOHMMAas BO3MOXKHBIX MOCIIECTBUMA. ThI 1ake HE CMOXKEIIIb JIOTaIaThCs O TOM,
yto dororpadus, pa3melieHHas 5 JeT Ha3a/l, cTajla MPUYMHON 0TKa3a MPUHATH TeOst Ha paboTy.

KommenTapuu, pazmenieHue TBoux Gororpaduii 1 qpyrue 1eHCTBUS MOTYT HE HCUE3HYTh JTAXKe
10CJI€ TOTO, KAaK Thl MX yJaluIlb. Thl HE 3Haelllb, KTO COXPAaHMWII 3Ty HH(OpMAIHIO, IOl JIH
OHA B [IOMCKOBBIE CUCTEMBI U COXPAHMIIACH JIX OHA, a TJIaBHOE: YTO MOyMaroT O Tebe
OKpY’Kalolllee JI0JI1, KOTOpble HAWAYT U yBUAAT 3T0. HaliTu nHdopmanno MHOro JIeT crycTs
CMOJKET JIF000#1 — Kak U3 JoOpbIX MOOYKIEHUH, TaK U C HAMEPEHUEM IPUUUHUTH Bpel. ITO
MOYET OBITh KTO YT'OJHO.

OCHOBHBIE COBETHI IO 3alIUTE IUPPOBON permyTaIiu:

1. Moaymaii , mpexxae 4eM 4To-TO MyOJIMKOBATh U TIEpeaaBaTh y ceOs B OJ0re HiTH
B COL[MAJILHOW CETH.

2. B macrtpoiikax nmpoduisi ycTaHOBH OTPaHUYEHUS HAa POCMOTP TBOETO MPODHUIIS U €T0
COZIEPKUMOT O, CHEIIall €ro TONbKO «IJIs APY3e» .

3. He pa3mMemniaii u He yka3bIBail HHPOPMAIIHIO, KOTOPas MOKET KOT0-JIH00 0CKOPOIATH
WA OOMKaTh.

ABTOpCKOeE NPaBo

CoBpeMeHHbIE IIIKOJIbHUKA — aKTUBHBIE TIOJIb30BaTeNId IUPPOBOTO MpocTpancTBa. OHAKO
JTAJIEKO HE BCE 3HAIOT, YTO MOJIb30BAHHE MHOTUMHU BO3MOKHOCTSIMH IU(PPOBOTO MUpa TpeOyeT
COOJTIOICHMSI TIPAaB HA MHTEIIEKTYAIbHYIO COOCTBEHHOCTb.

TepMUH «WHTEIEKTyallbHast COOCTBEHHOCTh» OTHOCHUTCS K Pa3InYHBIM TBOPEHUSIM
4eJI0BEYECKOr0 yMa, HauMHasi C HOBBIX U300peTeHUH 1 3HAKOB, 0003HAYAIOIIUX COOCTBEHHOCTh
Ha MPOAYKTHI U YCIYTH, U 3aKaHYMBasi KHUTaMH, GoTorpadusiMu, KHHOQUIbMaMH

Y MY3bIKQJIbHBIMU IIPOU3BEACHUSMH.

ABTOpCKHeE MpaBa — 3TO MpaBa Ha UHTEJUIEKTYalbHYI0 COOCTBEHHOCTh Ha MTPOU3BEACHUS HAyKH,
JUTEPATyphl U UCKyCCTBA. ABTOPCKHE IpaBa BBICTYNAIOT B KAYECTBE rapaHTUU TOTO, YTO



MHTEJUICKTYaJIbHBIN/TBOPUECKUI TPy aBTOpa HE OYyAET HApacHbBIM, JaCT EMY CIIpaBEIINBbIC
BO3MOXKHOCTH 3apa00TaTh Ha pe3y/lbTaTax CBOEro TPy, MOJYUYUTh U3BECTHOCTh U MPU3HAHUE.
Huxkro 6e3 pa3zpemnieHust aBTopa He MOXET BOCIIPOU3BOHTE €0 MPOU3BEICHHUE, PACTIPOCTPAHSATS,
myOJIMYHO IEMOHCTPUPOBATH, IPOIaBaTh, UMIOPTHUPOBATH, IIYCKATh B MPOKAT, MyOIMYHO
UCTIOJIHATS, IOKA3bIBATH/UCTIIOIHATD B dHpe Wil pa3memiaTs B IHTepHeTe.

Hcnonb30BaHue «IIHPATCKOTO» MPOrPAMMHOTO 00€CIIeUeHUsI MOKET IPUBECTH K MHOTUM
pHCKaM: OT IOTEPH JAaHHBIX K TBOUM aKKayHTaM 710 OJIOKUPOBKU TBOEI'O YCTPOMUCTBA, I/ie
YCTAaHOBJICHHBIH He JierajbHas nporpamma. He ctout Taxke 3a0bIBaTh, 4YTO CYIIECTBYET
JerajibHble U OeCIIaTHbIE IPOrPaMMBbl, KOTOPbIE MOXHO HAWTH B CETH.

O noprasie #ceTeBUYOK

CereBu40K.p( — TBO¥ I1aBHBIN COBETYHK B CETH. 37€Ch Thl MOXKEIIb y3HATH O OC30MACHOCTH
B CETH MOHSATHBIM M JIOCTYITHBIM SI3BIKOM, a IPYU BOSHUKHOBEHUH KPUTHUUECKOW CUTYaITUU
00paTHTHCS 32 COBETOM. A TaKkKe MPUHSATH YIaCTHE B KOHKYPCAX U CTaTh CaMbIM ITU(POBBIM
rpaxxjaHuHOM !



http://сетевичок.рф/

